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INTRODUCTIONTO
SSH

UNDERSTANDING THE BASICS

e ‘Secure shell is a de facto standard for remote logins
and encrypted file transfers.” [SSH communications inc.]

e It provides authentication and encryption for business
critical applications to work securely over the internet.

e Originally introduced for UNIX terminals as a
replacement for the insecure remote access “Berkeley
services", viz. rsh, rlogin, rcp, telnet, etc.

e Itis alayer over TCP/IP and runs on the port 22.
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ESSENTIAL SSH
PRACTICES

N\

BEST PRACTICES FOR SAFETY

SSH is used for a variety of network services, including:

Remote server login

Secure file transfer

Remote command execution
Terminal access

Tunneling other applications

Running graphical X11 applications remotel
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Hacker

WHY SSH ? ﬁo_
Ow

USsE DATA ENCRYPTION TO PROVIDE

0l
CONFIDENTIALITY

HOST-BASED AND (ORJ) CLIENT-BASED

0= AUTHENTICATION

DATA INTEGRITY USING MACS AND

03
HASHES
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UNDERSTANDING THE
THREAT LANDSCAPE

COMMON THREATS AND THEIR IMPACT
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-

e Lack of encryption: man-in-the-middle (MITM) attacks ,Packet
Sniffing

e Weak authentication: relies on a username and password
combination

e Unsecured connections: susceptible to eavesdropping and
tampering.

e Outdated technology: does not incorporate modern security
features and best practices, such as encryption, strong
authentication, and secure connections
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WHY SSH

PROTECTING YOUR ASSETS

secure remote access to a computer over an unsecured network.
1. Protect Data : uses encryption to protect data sent over the
connection. This ensures the confidentiality and integrity of the data.
2.Authenticate Users : uses public-key cryptography to authenticate
users and the remote computer. This provides a secure authentication
mechanism — essessssasss

........................
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of its vulnerabilities.
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login: fTake

Password:user

TELNET

TCP — -
TELNET

TCP

TELNET
TELNET
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ENSURING DATA INTEGRITY

SAFEGUARDING
YOU R DATA DATA ENCRYPTION
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SYMMETRIC

type of encryption where
one key can be used to
encrypt messages to the
opposite party, and also to
decrypt the messages
received from the other
participant.

ENCRYPTION TYPES

ASSYMETRIC

two associated keys are
needed. One of these keys is
known as the private key,
while the other is called the
public key.

HASHES

mainly used for data
integrity purposes and to
verify the authenticity of
communication.
Its
methods of creating a
succinct “signature” or
summary of a set of
information.




- CONNECTION SETUP
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Client initiates the connection by contacting server
Sends server public key

Negotiate parameters and open secure channel

SSH Client
User login to server host operating system SSH Server

v 9.
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SECURE

SSH remote port forwarding tunnel

PORT 1020

ivate 55 nry/e PORT 8080
Private ssh_server. .

arne
network example.com Internet

v 9.

Remote
host
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BEFORE SSH

username : “Maria”
password: “123456#”

|
I

N

Data sent: Data received:

Client
{.
username : “Maria” A

pe;"nﬂm-x-'m‘d: “123456#"”

|

Data sniffed:

Man-in-the-middle

v 9.

|

username : “Maria”
password: “123456#”

}
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Data

AFTER SSH

Data sent: ...........

E e

Client

username :
" password:

|
I

“Maria”
“123456#%"

Data sniffed: ............

Data received:. ............

I:I

Server

e

Man-in-the-middle

v 9.
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SSH SECURITY

RISKS AND BEST PRACTICES




IS SSH really Secure ?

Eavesdropping

Password cracking

N

Name service and
IP spoofing

IP and TCP attacks

Connection
hijacking

Traffic analysis

MITM |Insertion
attack

Covert channels
14



BUERASSINORDS

Attackers can exploit weak passwords
to gain unauthorized entry, leading to
potential data breaches and system
compromises.

Enforce strong authentication protocols
and encourage users to adopt robust,
unique passwords. This minimizes the
risk of attackers exploiting weak
passwords and enhances SSH security.
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https://phoenixnap.com/glossary/what-is-an-ip-address
https://phoenixnap.com/glossary/what-is-an-ip-address
https://phoenixnap.com/glossary/what-is-a-port
https://phoenixnap.com/glossary/what-is-a-script
https://phoenixnap.com/glossary/port-number
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>ssh username@ipaddress

iIndows

PUTTY

TERA TEAM

Secure CRT

© 00 _

UNIX

SSH Tools

OpenSSH

RedHat Linux package and
OpenBSD

ssh, sshd(daemon),
scp(secure copy),
sftp(secure ftp), etc
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SSH Request

C:\Windows\System32>ssh prabhat@l192.168

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTVY!

Someone could be eavesdropping on you right now (

It is also possible that a host key has just been (ii:

The fingerprint for the ED25519 key sent by the remote host is
SHA256: p9YD1iU54QFrqo9tTcUdveeAtytlyft103dsdE9sShEWO.

Please contact your system administrator.

Add correct host key in C:\\Users\\Lenovo/.ssh/known hosts to get rid of this message.

Offending ECDSA key in C:\\Users\\Lenovo/.ssh/known hosts:2
Host key for 192.168.1.125 has changed and you have requested strict checking.
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LOGIN

& prabhat@prabhat ~/Documents

g% login as: prabha
#* prabhat@192.168 Pﬁ password:
Linux prabhat ©€.11.Z2-amdé4 #1 SMP PREEMPT DYNAMIC Kali €.11.2-1kalil (2024-10-15

) x86 64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kall GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Wed Jan 8 15:21:38 2025 from 192.168.1.80

| | — | ™

I -i::

—_—
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Packet Captured P
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 ® XE ] ' ==_’aaF
: |ssh

No. Time Source Destination Protocol Length Info
98 20.177588 192.168. 192.168.1.83 SSH 86 Server: Protocol (SSH-2.8-OpenSSH_9.9pl1 Debian-3)
99 20.190538 192.168. 192.168.1.83 SSH 1222 Server: Encrypted packet (len=1168)
188 208.198224 192.168. 192.168.1.83 SSH 546 Server: Encrypted packet (len=492)
571 49.496489 192.168. 192.168.1.83 SSH 86 Server: Protocol (SSH-2.8-OpenSSH_9.9pl1 Debian-3)
572 49.511232 192.168. 192.168.1.83 SSH 1222 Server: Encrypted packet (len=1168)
573 49.5190869 192.168. 192.168.1.83 S5H 566 Server: Encrypted packet (len=512)
574 49.531979 192.168. 192.168.1.83 SSH 118 Server: Encrypted packet (len=64)
577 53.512716 192.168. 192.168.1.83 SSH 134 Server: Encrypted packet (len=8@)
589 58.551953 192.168. 192.168.1.83 SSH 182 Server: Encrypted packet (len=48)
591 58.641471 192.168. 192.168.1.83 SSH 710 Server: Encrypted packet (len=656)
592 58.682367 192.168. 192.168.1.83 SSH 118 Server: Encrypted packet (len=64)
P ] r I \ P l 594 58.685522 192.168. 192.168.1.83 S55H 214 Server: Encrypted packet (len=168)
E C RYP I O 595 58.685716 192.168. 192.168.1.83 SSH 558 Server: Encrypted packet (len=496)
596 58.815321 192.168. 192.168.1.83 SSH 214 Server: Encrypted packet (len=160)
597 58.836920 192.168. 192.168.1.83 S55H 214 Server: Encrypted packet (len=168)
598 58.837206 192.168. 192.168.1.83 SSH 158 Server: Encrypted packet (len=96)
599 58.837632 192.168. 192.168.1.83 SSH 118 Server: Encrypted packet (len=64)
600 58.838534 192.168. 192.168.1.83 SSH 118 Server: Encrypted packet (len=64)
664 75.600340 192.168. 192.168.1.83 SSH 118 Server: Encrypted packet (len=64)
665 75.608853 192.168. 192.168.1.83 SSH 150 Server: Encrypted packet {len=96)

O T R
R I e e R = T = T = T e T e T o e e e S SR S =Y

v~ Frame 98: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NP S5¢ 3a 45 71
98 48 =8 7a
81 53 ee 16
81 f6 54 46

Section number: 1

Interface id: @ (\Device\NPF_{4B2E@ASE-A73B-4008-B693-8EA866F5A223})
Encapsulation type: Ethernet (1)

Arrival Time: Jan 8, 2025 19:18:45.32115000@ Nepal Standard Time
UTC Arrival Time: Jan 8, 2025 13:33:45.321158880 UTC

Epoch Arrival Time: 1736343225.3211580808

[Time shift for this packet: ©.008000000 seconds]

[Time delta from previous captured frame: ©.814845800 seconds]

[Time delta from previous displayed frame: ©.000006600 seconds]
[Time since reference or first frame: 208.177588800 seconds]

Frame Number: 98
Frame Length: 86 bytes (688 bits)

SSH-2.8-0penSSH_9.9pl1 Debian-3

J.5p=. ... UTL Lk, ..M sntrupT761x25519-sha512, sntrup761x25519-shaS12@openssh.com,mlkem768x25519-sha256, curve25519-sha256, curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffi
e-hellman-group-exchange-sha256,diffie-hellman-groupl6-sha512,diffie-hellman-groupl8-sha512,diffie-hellman-groupld-sha256,ext-info-s,kex-strict-s-v@B@openssh.com...%rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256
,5sh-ed25519...1lchacha2@-polyl3@5@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aesl128-gcmopenssh.com, aes256-gom@openssh.com. . .lchacha2@-polyl385@openssh.com,aesl128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.
com,aes256-gcmiopenssh.com. .. .umac-64-etm@lopenssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh. com,umac-64@openssh.com,umac-128@openssh.com,hmac
-sha2-256,hmac-sha2-512 ,hmac-shal....umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh. com,umac-64@openssh.com,umac-128@openssh.c
om,hmac-sha2-256,hmac-sha2-512,hmac-shal....none,zlib@@openssh.com....none,zlib@openssh.com ....ssh-ed25519... } P7F@I.Rp.." {.. : . 20D h. 7,0 2. W :B..f....5
...5....s5h-ed25519...@.5.t..9..."'.9.(..] n.x@2....b.n-..

M.1.%.)9.K..K...X}...W..




Viewing & Manipulating
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—5 cd Documents

— (prabhat® prabhat) -[~/Documents]

— (prabhat® prabhat) -[~/Documents]

— (prabhaté® prabhat) - [~/Documents]
—5 touch Jay Network Security.txt

—(prabhat® prabhat) - [~/Documents]

A et

ay Network Security.txt

— (prabhat® prabhat) - [~/Documents]

—5 echo '"Welcome to the Network Security analysis Presentation \n . SSH present
tion golng to present by Prabhat K>C and Sujan Dal'>Jay Network Security.txt

— (prabhat® prabhat) - [~/Documents]
—2 1=

A ek

ay Network Security.txt

— (prabhat® prabhat) - [~/Documents]

—5 cat Jay Network Security.txt
elcome to the Network Security analysis Presentation
SSH presentation going to present by Prabhat K>C and Sujan Dail
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1 Welcome to the Network Security analysis Presentation
= Videos 2 ., SSH presentation going to present by Prabhat K>C and Sujan Dai
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